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ABSTRACT: This research aims to develop a Deepfake Detection system specifically for images, leveraging 

advancements in computer vision and AI. The growing threat of image manipulations requires a robust solution to 

detect and prevent deceptive visual content. Our approach addresses the challenge of distinguishing real images from 

manipulated ones with high precision. Unlike methods focused on video based deepfakes, our system is tailored for 

image-based manipulations. We curate diverse datasets of real and fake images, utilize Convolutional Neural Networks 

(CNNs) optimized for image analysis, and fine-tune pre-trained models. The system undergoes rigorous training, 

validation, and hyperparameter optimization to ensure optimal performance. The goal is to create a reliable system that 

identifies manipulated images, preserving the integrity of visual content and enhancing trust in digital media. This 

system integrates computer vision and AI to defend against image-based forgeries. Applications include verifying the 

authenticity of images in journalism, social media, and e-commerce, and aiding content moderation to ensure reliability 

and credibility of images across platforms. 

 

KEYWORDS: DFT: Discrete Fourier Transform, HQ: High Quality, CNN: Convolutional Neural Network, AUC: 

Area Under the Curve, GANs: Generative Adversarial Networks 

 

I. INTRODUCTION 

 

This project introduces an advanced Deepfake Detection System that leverages cutting-edge technologies in computer 

vision, deep learning, and ensemble modeling. The system integrates multiple pretrained models — Xception, 

EfficientNet-B7, ResNet-152, ViT, and CLIP — to detect manipulated images with high accuracy. 

 

The detection pipeline includes OpenCV and scikit-learn for preprocessing tasks such as face detection, image resizing, 

normalization, noise reduction, and feature extraction. These processed inputs are then analyzed by deep learning 

models, and their outputs are aggregated using an ensemble classifier to improve reliability and reduce false 

positives.The system supports cloud deployment and web interface integration, enabling real-time remote verification 

and alert notifications. It also incorporates explainability features like confidence scoring and heatmap visualization to 

enhance transparency and trust. 
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II. LITERATURE SURVEY 
 

The concept of deepfake detection was first introduced by Afchar et al. [1], who proposed the ResNet architecture. 

This method was inspired by the observation that manipulated facial images often contain subtle artifacts invisible 

to the human eye but detectable through mesoscopic feature analysis. The model interpolates image smoothness 

information and propagates it along facial structures, enabling robust classification between authentic and 

manipulated content. An exemplar-based approach was proposed by Li et al. [2], where detection relies on 

inconsistencies in facial regions such as eye blinking and mouth movements. This technique combines structure 

propagation with texture anomaly analysis, producing highly accurate results in video -based deepfake detection. In 

[3], Rossler et al. decomposed manipulated videos into spatial and temporal components, reconstructing each 

separately with structure- and motion-consistency algorithms, thereby improving detection robustness.  

 

The work in this paper is divided into two stages: 1) Feature Extraction 2)Deepfake Detection. Feature Extraction 

done when the facial regions are analyzed using morphological filters, gradient-based edge detection, and 

thresholding operations. The connected component labelling is applied to isolate candidate regions, followed by 

selection criteria to filter out non-manipulated areas.  After extraction, a deep learning model (CNN-based) is 

employed to classify the extracted regions. Exemplar-based learning is used to propagate discriminative features, 

ensuring both structural and textural inconsistencies are captured effectively.    

 

 

III. METHODOLOGY 

 

Exemplar based Inpainting technique is used for inpainting of text regions, which takes structure synthesis and texture 

synthesis together. The inpainting is done in such a manner, that it fills the damaged region or holes in an image, with 

surrounding colour and texture. The algorithm is based on patch based filling procedure. First find target region using 

mask image and then find boundary of target region. For all the boundary points it defined patch and find the priority of 

these patches. It starts filling the target region from the highest priority patch by finding the best match patch. This 

procedure is repeated until entire target region is inpainted.  

 

The algorithm automatically generates mask image without user interaction that contains only text regions to be 

inpainted.  

 

IV. EXPERIMENTAL RESULTS 

 

In Figure (a), the website built to detect whether the image shown is fake or real is shown. Figure (b), (c) and (d) 

presents the classification output after applying the detection criteria. The system analyzes facial regions using 

preprocessing steps such as cropping, resizing, and normalization, followed by ensemble classification with multiple 

deep learning models. Based on these criteria, the system determines whether the image is authentic or manipulated. 

While the detection pipeline is effective, some challenging cases remain where small artifacts or low quality inputs may 

lead to misclassification. These figures demonstrate how the system processes visual data and outputs a binary decision 

— real or fake — without altering the original image content.Figures shows the results of text detection from an image 

and inpainting by using exemplar based Inpainting algorithm. Figs. 2, 3, 4 (a) shows the original image. (b) is the image 

obtained by applying first set of criteria. All objects whose area greater than 10000 and filled area greater than 8000 are 

eliminated and major axis lengths are in between 20 to 3000 are considered to be text. Still, some small non-text objects 

are detected.   
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(a) 

 

Figure (b) shows the result of the image after detecting the image is real with the accuracy percentile and the summary 

of why it is real image rather than fake or ai-generated. 

 

 

(b) 

 

Figure (c) shows the result of the image after detecting the image is fake with the accuracy percentile and the summary 

of why it is fake image rather than real. 
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(c) 

 

Figure (d) shows the result of the image after detecting the image is ai-generated with the accuracy percentile and the 

summary of why it is ai-generated image rather than real. 

 

 
 

(d) 

 

V. CONCLUSION 

 

This paper presents a sophisticated deepfake detection system utilizing CNNs to accurately identify manipulated 

images. By leveraging state-of the-art techniques in computer vision and artificial intelligence, our system addresses the 

growing threat of digital image manipulation and contributes to ensuring the integrity of visual media. 
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